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REMARKS 

This Amendment is filed in response to the FINAL Office Action mailed on May 
27, 2005; as a supplement to the Amendment After Final Rejection Under 37 C.F.R. 
1.116 filed on July 15, 2005; in response to the Advisory Action mailed on August 9, 
2005; and as a Preliminary Amendment in the Request for Continued Examination (RCE) 
filed on even date herewith. All objections and rejections are respectfully traversed. 

Claims 1-83 are in the case. 
No claims were amended. 
No new claims were added. 

Please enter and consider the Amendment under 37 C.F.R. 1.116 filed on July 15, 

2005. 

In the Advisory Action it is stated: 

"does not place the application in condition for allowance because: 
The teachings of reserving resources by session IDs and sharing resources 
based on matching IDs are obvious in view of Awadallah-Primak, and 
Applicant's arguments otherwise are not persuasive. Transmittal of a 
setup message to achieve this end is disclosed in paragraph 17 of Primak's 
Detailed Description" 
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Applicant's claimed novel invention, as set out in representative claim 1, com- 
prises in part: 

1 . (Previously Presented) An intermediate network device for use in 
a computer network carrying network traffic corresponding to sessions, 
the intermediate network device comprising: 

a traffic scheduler having one or more resources for use in for- 
warding network traffic received at the device at different rates; 

a classification engine configured to identify the received network 
traffic based upon predefined criteria; and 

a resource reservation engine in communicating relationship with 
the traffic scheduler and the classification engine, 

wherein, in response to a request to reserve resources for a first 
session associated with a session group identifier (ID), the resource res- 
ervation engine determines whether the session group ID of the first ses- 
sion matches a session group ID of one or more second sessions for 
which resources have previously been reserved and, if so, directs the 
traffic scheduler to share the resources reserved for the one or more 
second sessions with the first session. 



Applicant respectfully urges that nowhere in Awadallah or in Primak is there any 
disclosure of Applicant's claimed novel wherein, in response to a request to reserve re- 
sources for a first session associated with a session group identifier (ID), the resource 
reservation engine determines whether the session group ID of the first session 
matches a session group ID of one or more second sessions for which resources have 
previously been reserved and, if so, directs the traffic scheduler to share the resources 
reserved for the one or more second sessions with the first session 
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In particular, Applicant respectfully urges that there is no disclosure of Appli- 
cant's claimed novel the resource reservation engine determines whether the session 
group ID of the first session matches a session group ID of one or more second ses- 
sions for which resources have previously been reserved and, if so, directs the traffic 
scheduler to share the resources reserved for the one or more second sessions with the 
first session. 

Further, Applicant respectfully urges that at no time has Applicant been directed 
to a passage in either Awadallah or in Primak disclosing a the resource reservation en- 
gine determines whether the session group ID of the first session matches a session 
group ID of one or more second sessions for which resources have previously been re- 
served, and in response thereto doing anything. 

Further, Applicant claims, in response to detecting the above, if so, directs the 
traffic scheduler to share the resources reserved for the one or more second sessions 
with the first session. 

That is, Applicant respectfully urges that there is no disclosure in any cited art of 
Applicant's claimed novel determines whether the session group ID of the first session 
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matches a session group ID of one or more second sessions for which resources have 
previously been reserved, and if so then performing if so, directs the traffic scheduler to 
share the resources reserved for the one or more second sessions with the first session. 



In the FINAL Office Action mailed on May 27, 2005, it is stated at Page 2 of the 
FINAL Office Action: 

"Awadallah does not specifically teach the use of sharing the re- 
sources of sessions having matching identifications. Primak teaches in re- 
sponse to a request to reserve resources for a first session associated with a 
session group identifier (ID), the resource reservation engine determines 
whether the session group ID of the first session matches the session group 
ID of one or more second sessions for which resources have previously 
been reserved and, if so, directs the traffic scheduler to share the resources 
reserved for the one or more second sessions with the first session (column 
3, lines 2-5; 15-30; column 8 lines 24-47; where the resources are inher- 
ently shared between sessions because requests with the same session ID 
are routed to the same server." 



The Examiner presents an "inherency" argument. Applicant respectfully asserts 
that there is no evidence of record to support the inherency argument. In re Zurko, 258 F. 
3d 1379 at page 1386. 



Applicant respectfully notes that Primak states, at the cited text: 
Primak at column 3, lines 2-5 states: 
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"However, if a session already exists between the client and one of 
the application servers, the dynamic-content router routes all requests to 
such application server." (Primak Col. 3 lines 2-5) 

Primak at column 3 lines 15-30 states: 

"When a session is established between the client and the selected 
application server, the dynamic content router examines the session com- 
munications to determine or extract a client identifier (also referred to 
herein as a content identifier). The dynamic content router utilizes the 
content identifier to determine if the client is already logged onto one of 
the application servers on the site. If the dynamic content router deter- 
mines that the client had previously logged onto one of the application 
servers on the web site, the dynamic content router verifies whether the 
client's previous login information is available to the selected application 
server. If the client's current application server does not have access to 
the client's login information, then the dynamic content router directs the 
web server plug-in to establish a connection with an application server that 
has access to the client's login information." (Primak Col. 3 lines 15-30) 

Primak, at Column 8 lines 24-47 states: 

"For example, the session ID can be a cookie or some other unique 
code for identifying the client 60 by the application server 30. During the 
session, all subsequent requests from the client 60 generally include the 
session ID. 

Using Fig. 2 as an example, when a request is received by the web 
server 20b from the client 60, the plug-in 22b of the web server 20b 
transmits the request to the dynamic content router 10. The dynamic con- 
tent router 10 extracts or intercepts the session ID from the request, and 
stores the session ID and a session server identifier ( or a session server 
ID) as a record in the session table 12. The session server ID identifies the 
application server 30c that established the current session with the client 
60 and issued the session ID. 

Each time a request for content is received from the client 60, the 
dynamic content router 10 examines the header of the request for session 
ID. If the request contains a session ID, the dynamic content router 10 
compares the session ID against the entries in the session table 12. If the 
session ID of the request matches a session ID in one of the session re- 
cords stored in the session table 12, the dynamic content router 10 in- 
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structs the plug-in 22b to route the request to the application server associ- 
ated with the session server ID in the matching session record." (Primak, 
Column 8 lines 24-47) 

In summary, Primak discloses checking the header of a request for an application 
server to determine if a request ID, or cookie, is present, and if it is, directing the request 
to a previously used application server. 

Awadallah discloses a method for providing Quality of service (QoS) through a 
computer network. The QoS for a traffic flow is enabled by using high priority queues. 
See col. 4, lines 35-42. 

The Examiner suggests that it is "inherent" that Primak shares resources as 
claimed by Applicant, because Primak directs a request with a matching ID to a previ- 
ously used application server. 

Applicant respectfully urges that Applicant claims a completely different method 
and system. That is, Applicant claims a intermediate network device for use in a com- 
puter network carrying network traffic corresponding to sessions, .... wherein, in 
response to a request to reserve resources for a first session associated with a session 
group identifier (ID), the resource reservation engine determines whether the session 
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group ID of the first session matches a session group ID of one or more second ses- 
sions for which resources have previously been reserved and, if so, directs the traffic 
scheduler to share the resources reserved for the one or more second sessions with the 
first session. 

Applicant respectfully urges that both Primak and Awadallah have no disclosure 
of Applicant's claimed novel intermediate network device for use in a computer net- 
work carrying network traffic corresponding to sessions 

and in response to receiving a new request for reservation of resources where the 
new request has a session ID matching an ID entry in an existing session table the re- 
source reservation engine determines whether the session group ID of the first session 
matches a session group ID of one or more second sessions for which resources have 
previously been reserved and, if so, directs the traffic scheduler to share the resources 
reserved for the one or more second sessions with the first session. 

"Resources" are defined in Applicant's Specification at Page 3 lines 6-15 as: 

"Computer networks include numerous services and resources for 
use in forwarding network traffic. For example, different network links, 
such as Fast Ethernet, Asynchronous Transfer Mode (ATM) channels, 
SONET links, satellite links, etc., offer different speed and bandwidth ca- 
pabilities. Particular intermediate devices also include specific resources 
or services, such as priority queues, filter settings, traffic shapers, queue 
selection strategies, congestion control algorithms, etc. that affect the rate 
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at which traffic moves through the device and thus across the network. 
Depending on the selection or allocation of such resources or services, 
network traffic for different sources and sinks can be forwarded at differ- 
ent speeds or rates, thereby controlling the loss and/or delay experienced 
by the traffic." 

That is, Applicant includes in his term "resources" all of the above, as for exam- 
ple: "For example, different network links, such as Fast Ethernet, Asynchronous Trans- 
fer Mode (ATM) channels, SONET links, satellite links, etc., offer different speed and 
bandwidth capabilities. Particular intermediate devices also include specific resources or 
services, such as priority queues, filter settings, traffic shapers, queue selection strategies, 
congestion control algorithms, etc. that affect the rate at which traffic moves through the 
device and thus across the network." (Specification Page 5, lines 6-15) 

For inherency to extend from Primak's server to include applicant's diverse ex- 
amples of resources, for example: "For example, different network links, such as Fast 
Ethernet, Asynchronous Transfer Mode (ATM) channels, SONET links, satellite links, 
etc., offer different speed and bandwidth capabilities. Particular intermediate devices 
also include specific resources or services, such as priority queues, filter settings, traffic 
shapers, queue selection strategies, congestion control algorithms, etc. that affect the rate 
at which traffic moves through the device and thus across the network.", there must be 
evidence in the file of such asserted inherency. In re Zurko, 258 F. 3d 1379 at page 1386. 
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A copy of In re Zurko, 258 F. 3d 1379 at page 1386 is enclosed herewith for the 
Examiner's convenience. 

Applicant respectfully urges that there is no evidence of record to support the "in- 
herent" argument. Accordingly, Applicant respectfully urges that there is no evidence of 
record to support a rejection of Applicant's novel claims under 35 U.S.C. 103, as set out 
in the FINAL Office Action mailed on May 27, 2005. 

All independent claims are believed to be in condition for allowance. 

All dependent claims are dependent from independent claims which are believed 
to be in condition for allowance. Accordingly, all dependent claims are believed to be in 
condition for allowance. 

Favorable action is respectfully solicited. 

Applicant's undersigned attorney respectfully requests a telephone interview with 
the Examiner to discuss this matter. 



32 



PATENTS 
112025-0483 
CPOL# 124051 Seq.# 4446 



Please charge any additional fee occasioned by this paper to our Deposit Account 
No. 03-1237. 

Respectfully submitted, 

A. Sidney Johns); 
Reg. No. 29, 

CES ARI A^D MCKENNA, LLP 
88 Black Falcon Avenue 
Boston, MA 02210-2414 
(617) 951-2500 
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as did the employee in Paisley, is not 
determinative of whether Mr. Woodman 
had a "career" in the military. Instead, 
Mr. Woodman's actions created a de facto 
resignation by indicating to PNG that he 
never intended to return to his civilian 
position. Mr. Woodman was separated 
from his NGT position in 1981, and he did 
not seek reemployment with the PNG as 
an NGT until nearly fourteen years later 
in 1995. , Substantial evidence supports the 
Board's finding of career service, 

CONCLUSION 

For the foregoing reasons, Mr, Wood- 
man is not entitled to reemployment rights 
under either VRRA or USERRA. The 
decision of the Board therefore is 

AFFIRMED. 

No costs. 




O f REIT NUMBER SYSTEM > 



In re Mary E. ZURKO, Thomas A. Ca- 
sey, Jr., Morrie Gasser, Judith S. Hall, 
Clifford E. Kahn, Andrew H. Mason, 
Paul D. Sawyer, Leslie R. Kendall, 
and Steven B. Lipner. 

Nos. 96-1258, 07/479,666. 

United States Court of Appeals, 
Federal Circuit. 

Aug. 2, 2001. 

Patent applicant appealed decision of 
Board of Patent Appeals and Interferences 

Guard duty that results in eligibility for 
regular retirement from the Armed Forces 
is not considered non-career service. 



rejecting application for patent relating to 
method for improving security in computer 
systems. The Court of Appeals for the 
Federal Circuit, 111 F.3d 887, reversed on 
original submission, and again reversed on 
rehearing en banc, 142 F.3d 1447. Certio- 
rari was granted and the Supreme Court 
reversed and remanded, 527 U.S. 150, 119 
S.Ct. 1816, 144 L.Ed.2d 143. On remand, 
the Court of Appeals, Archer, Senior Cir- 
cuit Judge, held that: (1) Board's reliance 
on alternative references was not warrant- 
ed, and (2) Board's reliance merely on 
basic knowledge or common sense when 
evaluating patentability, not being based 
on any evidence in the record, was unwar- 
ranted. 

Reversed. 



1- Patents e=>16(2, 3), 16.13, 36.1(1) 

Obviousness is a legal question based 
on underlying factual determinations in- 
cluding: (1) the scope and content of the 
prior art, including what that prior art 
teaches explicitly and inherently; (2) the 
level of ordinary skill in the prior art; (3) 
the differences between the claimed inven- 
tion and the prior art; and (4) objective 
evidence of nonobviousness. 35 U S C A 
§ 103(a). 

2. Patents ®=»113(6) 

The Court of Appeals reviews the ulti- 
mate legal determination of obviousness of 
a claimed invention without deference. 35 
U.S.C.A. § 103(a). 

3. Patents <s=>113(6) 

The Court of Appeals reviews factual 
findings underlying the determination of 

32 C.F.R. § 104.3 (1997). Mr. Woodman's 
participation in the military was "continu- 
ous" and "repeated/' because he was eligible 
for and received military retirement benefits. 
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obviousness of a claimed invention for sub- 
stantial evidence. 35 U.S.C.A. § 103(a). 

4. Administrative Law and Procedure 

e=»791 

"Substantial evidence" is such rele- 
vant evidence as a reasonable mind might 
accept as adequate to support a conclusion. 
See publication Words and Phras- 
es for other judicial constructions 
and definitions. 

5. Administrative Law and Procedure 

©=>791 

A review under the substantial evi- 
dence standard involves an examination of 
the record as a whole, taking into consid- 
eration evidence that both justifies and 
detracts from the agency's decision; the 
possibility of drawing two inconsistent 
conclusions from the evidence does not 
prevent an administrative agency's finding 
from being supported by substantial evi- 
dence. 

6. Administrative Law and Procedure 
©=>791 

The substantial evidence standard of 
review of an agency's decision is analogous 
to the review of jury findings, and it is 
more deferential than the clearly errone- 
ous standard of review. 



understanding or experience, or on its as- 
sessment of what would be basic knowl- 
edge or common sense, rather, the Board 
must point to some concrete evidence in 
the record in support of these findings 35 
U.S.C.A. § 103(a). 

9. Patents ©=111 

Reliance by Board of Patent Appeals 
on its assessment of what was basic knowl- 
edge, that communication in trusted envi- 
ronments was performed over trusted 
paths, and that verifying a trusted com- 
mand in UNIX over a trusted path was 
nothing more than good common sense, 
not being based on any evidence in the 
record, was unwarranted, for purpose of 
patent application relating to method for 
improving security in computer systems; 
although Board could rely on its expertise 
as to peripheral issues, patentability could 
not be determined by such reliance 35 
U.S.C.A. § 103(a). 



7. Patents ®=»16. 14 

Board of Patent Appeals reliance on 
alternative references, to conclude that 
patent application for method of improving 
security in computer systems was obvious, 
was not warranted; alternative references' 
did not support Board's conclusion and 
reliance on new combination of references, 
not previously considered, would have con- 
stituted impermissible new ground for re- 
jection. 35 U.S.C.A. § 103(a). 

8. Patents <&=»lll 

The Board of Patent Appeals cannot 
simply reach conclusions based on its own 



Linda Moneys Isacson, Associate Solici- 
tor, Office of the Solicitor, U.S. Patent and 
Trademark Office, of Arlington, VA, ar- 
gued for the Commissioner of Patents' and 
Trademarks. With her on the brief were 
John M. Whealan, Solicitor, Kenneth R. 
Corsello and Thomas J. Finn, Associate 
Solicitors. 

John F. Sweeney, Morgan & Finnegan, 
L.L.P, of New York, NY, argued for Mary 
E. Zurko, et al. With him on the brief 
were Irene Kosturakis and Russell T. 
Wong, Compaq Computer Corporation, of 
Houston, TX. Of counsel on the brief were 
Michael O. Cummings and Jon T. Hohen- 
thaner, Morgan & Finnegan, L.L.P., of 
New York, NY; and Ernest Gellhorn', of 
Washington, DC. Also of counsel were Jan- 
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ice M. MueUer, Assistant Law Professor, 
Suffolk University Law School, of Boston, 
MA; Israel Blum, Steven F. Meyer and 
Brenda Pomerance, Morgan & Finnegan, 
L.L.P., of New York, NY; and Ronald C. 
Hudgens, Corporate Law Department, Di- 
gital Equipment Corporation, of Maynard, 
MA. 

Bruce M. Wexler, Fitzpatrick, Cella, 
Harper & Scinto, of New York, NY, for 
amicus curiae New York Intellectual Prop- 
erty Law Association. With him on the 
brief was Herbert F. Schwartz, Fish & 
Neave, of New York, NY. 

Charles F. Schill, Foley & Lardner, of 
Washington, DC, for amicus curiae Feder- 
al Circuit Bar Association. With him on 
the brief were James A. Sprowl and Amy 
L. Wilsey. Of counsel on the brief were 
Michael E. Dergosits, President, George 
E. Hutchinson, Executive Director, and 
Rudolph P. Hofmann, Jr., Chair, Amicus 
Committee, Federal Circuit Bar Associa- 
tion, of Washington, DC. 
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Before PAULINE NEWMAN, Circuit 
Judge, ARCHER, Senior Circuit Judge, 
and MICHEL, Circuit Judge. 

ARCHER, Senior Circuit Judge. 

This case is before us on remand from 
the Supreme Court of the United States. 
Dickinson v. Zurko, 527 U.S. 150, 119 
S.Ct. 1816, 144 L.Ed.2d 143, 50 USPQ2d 
1930 (1999) ("Zurko III"). In Zurko III, 
the Court reversed our judgment and re- 
manded the case because we had reviewed 
the factual findings of the Board of Patent 
Appeals and Interferences ("Board") for 
clear error, an incorrect standard of re- 
view. 

The Board decision at issue, Ex parte 
Zurko, No. 94-3967 (Bd. Pat. Apps. & Int. 



Aug. 4, 1995), sustained the rejection of 
U.S. Patent Application No. 07/479,666 
("the '666 application") under 35 U.S.C. 
§ 103 (1994). In our initial review of this 
decision, we determined that the Board's 
findings were clearly erroneous and we 
reversed. In re Zurko, 111 F.3d 887 42 
USPQ2d 1476 (Fed.Cir.1997) ("Zurko I"). 
At the Commissioner's suggestion, we then 
reheard this case en banc to reconsider the 
question of the appropriate standard of 
review. The Commissioner argued that 
Board findings should be reviewed under 
the standards of the Administrative Proce- 
dure Act (APA), namely the substantial 
evidence or arbitrary and capricious stan- 
dard. 5 U.S.C. § 706 (1994). The en banc 
court held, however, that clear error was 
the correct standard of review for Board 
findings of fact and adopted the conclu- 
sions of the original panel decision. In re 
Zurko, 142 F.3d 1447, 46 USPQ2d 1691 
(Fed.Cir.1998) ("Zurko II"). 

The Commissioner then petitioned for 
review by the Supreme Court, and the 
Court reversed, holding that Board find- 
ings of fact must be reviewed under the 
APA standards of review. The Court did 
not specify which APA standard of review 
to apply, substantial evidence or arbitrary 
and capricious. We subsequently decided 
this question in In re Gartside, 203 F 3d 
1305, 53 USPQ2d 1769 (Fed.Cu-.2000), and 
held that substantial evidence is the' cor- 
rect APA standard of review for Board 
factual findings. 

We now revisit the merits of our deci- 
sion in Zurko I, applying the proper APA 
standard of review. In doing so, we con- 
clude that the outcome of this case does 
not change with the application of this new 
standard of review. Because the factual 
findings underlying the Board's decision 
are not supported by substantial evidence, 
we reverse. 
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BACKGROUND 

The '666 application concerns a method 
for more efficiently creating a secure com- 
puter environment. Secure, or "trusted," 
computer environments employ trusted 
software designed to preclude unautho- 
rized users and to prevent unintended or 
unauthorized commands. Such trusted 
software is often quite costly, compared to 
untrusted software, so it is desirable to 
minimize the amount of trusted software in 
the system. Applicants claim a method for 
processing trusted commands with a mini- 
mum of trusted software. 

Representative claim one reads as fol- 
lows: 

1. A machine-executed method for 
executing a trusted command issued by 
a user on a computer system, the com- 
puter system including an untrusted 
computing environment and a trusted 
computing environment, said method 
comprising the steps of: 

(a) parsing the trusted command in 
the untrusted computing environment to 
generate a parsed command; 



sents the users intentions, executing the 
parsed command in the trusted environ- 
ment. 

As set forth in claim one, applicants' 
method involves processing and verifying a 
trusted command using both trusted and 
untrusted software. A trusted command 
is first processed by untrusted software to 
create a parsed command. The parsed 
command is then submitted to the trusted 
computer environment. Execution of this 
command requires verification along a 
trusted path. The parsed command is re- 
layed to the user along a trusted path, and, 
if correct, the user can send a confirming 
signal back along this trusted path, allow- 
ing execution of the command. By pro- 
cessing a trusted command in this manner, 
the applicants contend they reduce the 
amount of trusted software. The appli- 
cants assert that the parsing step general- 
ly requires a large amount of software and 
that performing this step with untrusted 
software greatly reduces the amount of 
trusted code required to process a trusted 
command. 



<b) submitting the parsed command 
to the trusted computing environment; 

(c) displaying a representation of the 
trusted command to the user through a 
trusted path; 

(d) receiving a signal from the user 
through a trusted path signifying wheth- 
er the displayed representation accu- 
rately represents the user's intentions; 
(e) if the signal signifies that the dis- 
played representation does not accurate- 
ly represent the user's intentions, then 
preventing the execution of the parsed 
command; 

(f) if the signal signifies that the dis- 
played representation accurately repre- 



The Board sustained the Examiner's re- 
jection of claims 1, 4,. and 5 of the '666 
application under 35 U.S.C. § 103 based on 
two prior art references. The primary 
reference is the UNIX operating system, 
as described in the applicants' information 
disclosure statement ("IDS"). According 
to this description, the UNIX system em- 
ploys both untrusted and trusted code. 
Furthermore, certain commands in a 
UNIX system may be parsed in an un- 
trusted environment, and then these 
parsed commands may be executed by 
"calling a trusted service that executes in a 
trusted computing environment" 

The secondary reference, also described 
in applicants' IDS, is Dunford, FILER 
Version 2.20 ("FILER2"). This program 
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repeats back potentially dangerous com- 
mands, requesting confirmation from the 
user before execution. 

Considering the teachings of these two 
references, the Board concluded that the 
invention claimed by the '666 application 
would have been obvious. The Board com- 
mented that "the artisan would have been 
led from these teachings to take the trust- 
ed command parsed in an untrusted envi- 
ronment and submitted to the trusted com- 
puting environment, as taught by UNIX, 
and to display the parsed command to the 
user for confirmation prior to execution, as 
suggested by [FILER2]." Ex parte Zur- 
ko, slip op. at 6-7. According to the 
Board, this combination would render the 
claimed invention obvious. 

The Board also responded to applicants' 
arguments that neither reference discloses 
a trusted path communication to the user 
and that no teaching of the prior art refer- 
ences motivates the combination of these 
references to create the claimed invention. 
The Board said that communication along 
a trusted path, if not explicit in the prior 
art, is either inherent or implicit Id at 7. 
The Board further adopted the Examiner's 
assertion that "it is basic knowledge that 
communication in trusted environments is 
performed over trusted paths." Id at 8. 
As for the motivation to combine these 
references, the Board concluded that it 
''would have been nothing more than good 
common sense" to combine the teachings 
of these references. Id The Board noted 
that FILER2 taught the verification of 
dangerous commands in general, suggest- 
ing verification of the parsed command 
submitted to the trusted computing envi- 
ronment in UNIX. Because this verifica- 
tion occurs within a trusted environment, 
it is "basic knowledge," according to the 
Board, that this verification would occur 
along a trusted path. Id at 7-S. 



Reviewing the Board's decision in Zurko 
I we held that "the Board's finding that 
the prior art teaches, either explicitly or 
inherently, the step of obtaining confirma- 
tion over a trusted pathway [was] clearly 
erroneous." Zurko I, 111 R3d at 889, 42 
USPQ2d at 1478. Indeed, we noted that 
neither reference relied upon by the Board 
taught communication with the user over a 
trusted pathway. Id, 42 USPQ2d at 1479. 
We further held that the Board clearly 
erred in finding that the prior art teaches 
communicating with the user over both a 
trusted and an untrusted path. This find- 
ing was in conflict with the Board's other 
finding that trusted communications must 
be over trusted paths. Id at 890, 42 
USPQ2d at 1479. 

On remand, applicants urge that we 
maintain our reversal of the Board's deci- 
sion, arguing that the decision is legally 
flawed, or, alternatively, that the Board's 
factual findings fail under the APA stan- 
dard of review. The Commissioner re- 
spond that we must affirm the Board deci- 
sion because its findings are supported by 
substantial evidence in the record. 

DISCUSSION 



[1-3] A claimed invention is unpatent- 
able for obviousness if the differences be- 
tween it and the prior art "are such that 
the subject matter as a whole would have 
been obvious at the time the invention was 
made to a person having ordinary skill in 
the art' 1 35 U.S.C. § 103(a) (1994); Gra- 
ham v. John Deere Co., 383 U.S. 1, 14, 86 
S.Ct. 684, 15 L.Ed.2d 545, 148 USPQ 459, 
465 (1966). Obviousness is a legal ques- 
tion based on underlying factual determi- 
nations including: (1) the scope and con- 
tent of the prior art, including what that 
prior art teaches explicitly and inherently; 
(2) the level of ordinary skill in the prior 
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art; (3) the differences between the 
claimed invention and the prior art; and 
(4) objective evidence of nonobviousness. 
Graham, 383 U.S. at 17-18, 86 S.Ct. 684, 
15 L.Ed.2d 545, 148 USPQ at 467; In re 
Dembiczak, 175 F.3d 994, 998, 50 USPQ 
1614, 1616 (Fed.Cir.1999); In re Napier, 
55 F.3d 610, 613, 34 USPQ2d 1782, 1784 
(Fed.Cir.1995) (stating that the inherent 
teachings of a prior art reference is a 
question of fact). We review the ultimate 
legal determination of obviousness without 
deference. In re Dembiczak, 175 F.3d at 
998, 50 USPQ at 1616. We review factual 
findings underlying this determination for 
substantial evidence. In re Gartside, 203 
F.3d at 1311-16, 53 USPQ2d at 1772-75. 

[4, 5] Substantial evidence is "such rel- 
evant evidence as a reasonable mind might 
accept as adequate to support a conclu- 
sion." ConsoL Edison Co. v. NLRB, 305 
U.S. 197, 229, 59 S.Ct 206, 83 L.Ed'. 126 
(1938); see also Zurko III, 527 U.S. at 162, 
119 S.Ct. 1816, 50 USPQ2d at 1772-75. A 
review under this standard "involves an 
examination of the record as a whole, tak- 
ing into consideration evidence that both 
justifies and detracts from the agency's 
decision." In re Gartside, 203 F.3d at 
1312, 53 USPQ2d at 1773 (citing Universal 
Camera Corp. u NLRB, 340 U.S. 474, 
487-88, 71 S.Ct 456, 95 L.Ed. 456 (1951))' 
In addition, "the possibility of drawing two 
inconsistent conclusions from the evidence 
does not prevent an administrative agen- 
cy's finding from being supported by sub- 
stantial evidence." Consoio v. Fed. Mart- 
time Comm% 383 U.S. 607, 619-20, 86 
S.Ct 1018, 16 L.Ed.2d 131 (1966). 

[6] The substantial evidence standard 
has been analogized to the review of jury 
findings, and it is generally considered to 
be more deferential than the clearly erro- 



neous standard of review. Zurko III t 527 
U.S. at 162-63, 119 S.Ct. 1816, ' 144 
L.Ed.2d 143, 50 USPQ2d at 1936. The 
Supreme Court noted in Zurko III, howev- 
er, that this generally recognized differ- 
ence is "a subtle one," so fine that in its 
review of case law in the Zurko III deci- 
sion, the Court could not find any other 
case where a reviewing court had conceded 
that the standard of review made a differ- 
ence. Id Moreover, while appellate courts 
must respect agency expertise, the Court 
has "stressed the importance of not simply 
rubber-stamping agency fact finding." Id 
(citing Universal Camera, 340 U.S. at 477- 
78, 71 S.Ct 456). Indeed, the Court ob- 
served that Federal Circuit judges "will 
examine [Board fact] findings through the 
lens of patent-related experience— and 
properly so, for the Federal Circuit is a 
specialized Court," Id The Court further 
noted that this "comparative expertise, by 
enabling the Circuit better to understand 
the basis for the [Board's] finding of fact, 
may play a more important role in assur- 
ing proper review than would a theoreti- 
cally somewhat stricter standard." Id 

With this guidance from the Supreme 
Court in mind, we now reconsider the 
Board's decision. Applicants urge that we 
reaffirm our conclusion in Zurko I, alleg- 
ing numerous legal and factual errors in 
the Board decision. These arguments cen- 
ter around two issues. First, applicants 
argue that the prior art relied upon by the 
Board does not disclose one of the limita- 
tions of their claimed invention, namely 
communication between a trusted environ- 
ment and the user along a trusted path. 
Second, applicants claim that there is no 
substantial evidence support for the 
Board's finding of motivation to combine 
the cited references to yield the claimed 
invention. We only need to consider the 
first issue raised by applicants. 



[7] As to this first issue, the Commis- 
sioner apparently concedes that neither 
the UNIX IDS disclosure nor FILER2 
teaches communications between the user 
and the trusted environment along a trust- 
ed path. Nevertheless, the Commissioner 
maintains that the Board's findings con- 
cerning the content of the prior art are 
supported by four other references in the 
record. 1 The Commissioner argues that 
these additional references describe modi- 
fied UNIX systems that allow communica- 
tion over both trusted and untrusted 
paths. Therefore, the Commissioner ar- 
gues, the Board's general findings con- 
cerning the content of the prior art have 
substantial evidence support, as does its 
ultimate conclusion of obviousness. 

We are unpersuaded by the Commis- 
sioner's arguments. The Board's conclu- 
sion of obviousness was based on the 
UNIX and FILER2 references. The 
Board's findings with respect to these ref- 
erences simply cannot be supported by the 
alternative references identified by the 
Commissioner on remand. To the con- 
trary, these alternative references merely 
confirm the well-known fact that conven- 
tional UNIX systems do not allow commu- 
nication between the user and the trusted 
environment along a trusted path. For 
example, Johrie et al., U.S. Pat. No. 4,918,- 
653, comments that "[s]ome examples of 
prior art multi-user operating systems 
which have not provided an effective mech- 
anism for establishing a trusted path in- 
clude UNIX. ...» Johrie, col. 1, 11. 60-63 
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ousness by substituting these alternative 
references for those relied upon by the 
Board. This new combination of refer- 
ences would constitute a new ground for 
rejection, not considered or relied upon by 
the Examiner or the Board. It is well 
settled that it would be inappropriate for 
us to consider such a new ground of rejec- 
tion. In re Margolis, 785 F.2d 1029, 1032 
228 USPQ 940, 942 (Fed.Cir.1986); see 
also Koyo Seiko Co., Ltd v. United States 
95 F^d 1094, 1099 (Fed.Cir.1996) (holding 
that "[t]he grounds upon which an admin- 
istrative order must be judged are those 
upon which the record discloses that its 
action was based.") (quoting SEC v. Chen- 
ery Corp., 318 U.S. 80, 87, 63 S.Ct. 454, 87 
L.Ed. 626 (1943)). 



The Commissioner also cannot now 
mend the Board's faulty conclusion of obvi- 

!■ Specifically, the Commissioner points to 
Johrie et al, U.S. Pat. No. 4,918 653- EJ 
McCauley et al., KSOS: The Design of a Se- 
cure Operating System, Ford Aerospace and 
Communications Corp. (1979); Stanley R 
Ames, Jr. et al.. Security Kemal Design and 



[8,9] Finally, the deficiencies of the 
cited references cannot be remedied by the 
Board's general conclusions about what is 
"basic knowledge" or "common sense" to 
one of ordinary skill in the art. As de- 
scribed above, the Board contended that 
even if the cited UNIX and FILER2 refer- 
ences did not disclose a trusted path, "it is 
basic knowledge that communication in 
trusted environments is performed over 
trusted paths" and, moreover, verifying 
the trusted command in UNIX over a 
trusted path is "nothing more than good 
common sense." Ex parte Zurko, slip op. 
at 8. We cannot accept these findings by 
the Board. This assessment of basic 
knowledge and common sense was not 
based on any evidence in the record and, 
therefore, lacks substantial evidence sup- 
port. As an administrative tribunal, the 
Board clearly has expertise in the subject 

Implementation: An Introduction, IEEE Cat 
No. 830700-001 (July 1983); and Simon 
Wiseman et al., The Trusted Path Between 
Smite and the User, Proceedings 1988 IEEE 
Symposium on Security and Privacy (April 
* 8—2 J , 1 988). 
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matter over which it exercises jurisdiction. 
This expertise may provide sufficient sup- 
port for conclusions as to peripheral is- 
sues. With respect to core factual findings 
in a determination of patentability, howev- 
er, the Board cannot simply reach conclu- 
sions based on its own understanding or 
experience— or on its assessment of what 
would be basic knowledge or common 
sense. Rather, the Board must point to 
some concrete evidence in the record in 
support of these findings. 2 To hold other- 
wise would render the process of appellate 
review for substantial evidence on the rec- 
ord a meaningless exercise. Baltimore & 
Ohio R.R. Co. v. Aderdeen & Rockfish 
R.R. Co., 393 U.S. 87, 91-92, 89 S.Ct. 280 
21 L.Ed.2d 219 (1968) (rejecting a determi- 
nation of the Interstate Commerce Com- 
mission with no support in the record, 
noting that if the Court were to conclude 
otherwise "[t]he requirement for adminis- 
trative decisions based on substantial evi- 
dence and reasoned findings-which alone 
make effective judicial review possible— 

2. As described above, we cannot accept the 
Commissioner's invitation to now search the 
record for references in support of the 
Board s general conclusions concerning the 
prior art. Even if any such references could 
support these conclusions, it would be inap- 



would become lost in the haze of so-called 
expertise"). Accordingly, we cannot ac- 
cept the Board's unsupported assessment 
of the prior art. 

CONCLUSION 

The Board's conclusion of obviousness 
was based on a misreading of the refer- 
ences relied upon and, therefore, lacks 
substantial evidence support. According- 
ly, the Board's judgment is reversed. 

REVERSED. 
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propnate for us to consider references not 
relied upon by the Board. /„ re Margolis 785 
F.2d at 1032, 228 USPQ at 942. 



